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ABSTRACT

Over the years, phishing has been a major problem and has caused different people to lose sensitive infor-
mation, hence leading to loss of financial assets. Different machine learning algorithms have been used in
the assessment of phishing in different aspects: websites, emails, texts amongst others. However, phishing
attacks continue to increase frequency and sophistication despite the numerous attempts to combat it, there
is therefore a need for improved detection mechanisms. This study therefore assessed four machine learn-
ing algorithms (Random Forest (RF), Logistic Regression (LR), Naive (NB) and Support Vector Machine
(SVM)), built an ensemble model with them and developed a system using this model to detect phishing
websites. A dataset obtained from Kaggle machine learning repository containing 549,347 records of web-
sites was split into two, 70% to train the ensemble model and 30% to test the model. Two categories of
features were selected: Lexical based features and Domain based features of the URL. The performance of
the four algorithms were evaluated using accuracy, precision, recall and f1-score. The model was imple-
mented with Python programming language in Jupyter Notebook and 97.42% accuracy was recorded. The
results obtained showed that proposed model is comparable to existing models with accuracies of 96%,
98%, 72% and 97% for LR, SVM, RF and NB respectively. The model was used to develop a user-friendly
system where users can paste URLs in order to check the safety of the address. The system however is lim-
ited to HTTP protocols and might not be equipped to handle short URLs.

Key words: Phishing, Machine Learning, Machine Learning algorithms, Random Forest, Logistic Regres-
sion, Naive Bayes, Support Vector Machine.

1. INTRODUCTION

The importance of data privacy, protection, and security against cyberattacks cannot be overstated,
given the massive expansion in data caused by social networks, Internet usage, and IoT devices
over time and the rapid improvement of technology. Phishing is one of the most common
cyberattacks where malicious actor sends an email posing as from a respected firm to obtain
classified and detailed information about its host to gain access to data, applications, and networks
without authorization. Most phishing victims are unaware the email they received contains
malicious software or could direct them to fraudulent websites in order to trick them into
providing information as sensitive as credit card numbers, account IDs and login detail. Attackers
use phishing to trick users into clicking on a malicious link that appears to be trustworthy. Jang-
Jaccard and Nepal (2014) emphasized that cybersecurity concerns must be addressed as attackers
employ more sophisticated phishing techniques. According Kuala (2020), 91% of all cyber-
attacks initiated by sending a disguised email to an unsuspecting victim, and phishing techniques
account for 32% of successful infiltrations. Despite multiple attacks throughout the years, people
are continuously targeted by this most aged malware.

Cybercrimes including phishing continue to have a devastating impact on Nigeria's economy. Ac-
cording to Microsoft, phishing assaults have grown by 250 percent both nationally and interna-
tionally (Adepetun, 2019). Ogbonnaya (2020) opined that cybercrimes and electronic fraud cost
Nigeria's commercial banks a combined $39 million in 2018, the bulk of which were committed
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through phishing and identity theft, which raised the loss from similar crimes from the previous
year. During the COVID 19 pandemic, Deloitte Nigeria reports that fraudsters are exploiting the
epidemic to deceive people into downloading ransomware that is masquerading as a legitimate
COVID application. The cost of cyberattacks on Nigerian enterprises, including phishing and
SQL injection assaults, is estimated at $649 million annually by Serianu's Nigeria Cyber security
Report (Serianu, 2017). Nigeria has experienced an evolution in cyberattacks throughout time.
Online fraudsters have developed new methods to collect personal information in response to nu-
merous phishing attack warnings and awareness campaigns. Given the tremendous increase in IT
equipment, one would wonder if businesses are prepared to manage breaches and phishing at-
tempts. According to the report (FireEye, 2020), 51% of firms believe they are unprepared. The
Anti-Phishing Working Group (APWG, 2020) discovered 182,465 phishing sites in Q2 of 2019
and 266,387 just in Q3, during the COVID-19 epidemic in the Q2 of 2020, 165,772 phishing
websites were discovered while 112,163 attacks occurred in the Q2, 122,359 in Q3 and 132,553
in the Q4 of the same year. This goes to show how ineffective the current systems and measures
against phishing have been. Over time, phishing assaults have improved and gotten more sophis-
ticated, discovery and combating techniques also need to be enhanced for efficiency. Enterprises
have built phishing detection systems to detect and report phishing attacks using machine learning
techniques (Choudhary, et al, 2023). Machine learning is a branch of artificial intelligence that
builds models from sample data. Machine learning uses a combination of methods to analyze the
structure, feature and content of suspected URLs and compare with known phishing URLs.

2. RELATED WORKS

Wenyin et al.'s (2010) study suggests a novel approach for predicting harmful websites. The
model Link network suggests a method for identifying phishing websites based on four
convergent situations. The Intelligent Phishing Website Detection and Prevention System
provided by (Naresh, 2013) has the drawback of indicating positive where not the case for any
non-fraudulent website addressed by just the IP, not including a domain name which presented
inaccurate mistakes and inaccurate model results (Madhuri et al., 2013). Baykara and Giirel
(2018) suggests an anti-phishing simulator to be used to prevent phishing attacks. This model
provides comprehensive details on the frequency of phishing attempts, including methods to
pointing them out using Bayes method to determine spam content from its acquired dataset. This
simulator worked by detecting potentially malicious keywords from a given sample text. Han et
al. (2012) provides a strategy that combines visual similarity-based algorithms with white lists to
give the system the ability to fight against phishing assaults. Blum et al. (2010) expressively
declares that lexical characteristics perform well and are simpler to compare than other features.
The URL length in addition to the number of special characters proved to be the statistical aspects
of the website string that Srinivasan et al., (2021) found to be the most often used attributes. For
the purpose of detecting URL phishing, Vinayakumar et al. (2019) emphasized the need to
compare feature engineering techniques and character level embedding through Machine
Learning and Deep learning. Recurrent Neural Network (RNN) and Long Short-Term Memory
(LSTM), deep learning architectures outperformed conventional machine learning algorithms, as
reported by Bahnsen et al. (2017) for URL identification using random forest classifier, lexical
characteristics, and statistical URL analysis. Despite the excellent performance of both models,
the LSTM outperformed the conventional machine learning models. Traditional detection
classifiers with an emphasis on URL predictive filtering employed content analysis and blocklists.
This study created a model to identify malicious URLs on the Splunk platform. Malicious and
benign URLs were divided into categories using the Support Vector Machine (SVM) and Random
Forest (RF). SVM has a 90% accuracy score and an 88% recall score compared to the RF
algorithm's 85% precision and 87% recall (Christou et al, 2020).
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DeepURLDetect (DUD), a service provided by Alazab & Fellow (2020) helped improve the
accuracy of phishing website identification by offering a feature selection method. This method is
paired with a majority-voting-related ensemble learning model. Afterward, it was contrasted with
several classification models, such as Random Forest, Logistic Regression, and Prediction model.
The experiment had a 95% accuracy rate, and the learning model used indicates that the suggested
approach would be more useful for identifying URL phishing. Sahingoz et al.'s (2019) suggested
anti-phishing model used distinct classification algorithms and NLP-based characteristics. The RF
algorithm, when used exclusively with features centered around NLP, produced 97.98% accuracy
for the detecting malicious links, according to the findings of testing. Alexa and PhishTank had
datasets taken and were used by the authors to construct a methodology (Basit et al., 2020). DT,
KNN, SVM, and NB were the four classifiers used. The PhishTank dataset with 11055 URLSs was
compared for model content and characteristics in Abdelhamid et al., (2017). According to the
creators, the first ML and DL algorithm to be utilized by an application for anti-phishing is
Dynamic rule induction (eDRI). Page structure property and 49 malicious websites obtained from
the PhishTank.com dataset were utilized in another method by Mao et al. (2019). All ML
classifiers listed — SVM, AdaBoost, DT, and RF — were evaluated on analyses of more than
20,000 message sample data points. Jain & Gupta (2018) shows that by using RF, SVM, LR, and
NB on various datasets, detection accuracy could be boosted to 99.09%. The first dataset came
from PhishTank and featured 1528 phishing sites. The next two datasets, from OpenPhish and
Alexa, each comprised 613 phishing sites. Ubing et al., (2019) suggests another study based on
ensemble learning, using the three approaches bagging, boosting, and stacking. The data set had
30 characteristics, and the result column contained 5126 entries. A remove replace feature
selection strategy (RRFST) was presented by (Hota et al., 2018) and evaluated on a dataset of
phishing emails from the khoonji's anti-phishing website, which comprised 47 features. Their
proposed model condensed 30 characteristics to just 11. The Random Forest method, which is
used to identify phishing attacks, is another well-liked technique. Many researchers have used RF
in the past, with promising outcomes. Joshi and Pattanshetti (2019) presents the Relief Feature
Selection (reliefF) method utilized as a forward selection strategy employing 48 features and the
Random Forest algorithm as a binary classifier. Choudhary et al (2023) evaluated the
performance of five machine learning models for detecting phishing websites; XGBoost, DT, LR.
RF AND SVM, on PhishTank and UCL datasets. Random forest showed a superior performance
with 98.8% and 97.87% accuracy respectively. In Dinesh (2023), XGBoost outperformed
Random Forest and Logistic Regression in identifying phishing attacks with 94.2% accuracy.
Jayaraji et al (2024) employs Hybrid Ensemble Feature Selection (HESF) method to develop a
machine learning based phishing detection system. The system achieves 96.8% accuracy.
Bahaghighat, Ghasemi & Ozen (2023) proposed an improved predictive machine learning model
based on six different algorithms, LR, KNN, NB, RF, SVM and XGBoost. XgBoost shows a
superior performance over others with 99.2% accuracy.

3. METHODOLOGY

The architecture of the proposed system is depicted by figure 1 showing the stages of building the
system. Data in form of URLs were collected from a public repository, consisting of authentic and
known malicious URLs, the data were preprocessed and split into two for training and testing on
the selected machine learning algorithms. The details of the processes are discussed in this
section.

3.1 Data Collection

A total of 549347 records was collected from Kaggle data repository, containing 393424
legitimate site and 156422 phishing sites. The dataset was split into two in ratio 70:30 for training
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and testing the model respectively. The dataset of URLs contains two distinct categories; phishing
URLSs and legal URLs.
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Figure 1 Architecture of the Model

3.2 Data Preprocessing

The data were preprocessed, recurring items were erased from the dataset, omitted properties
were filled in. Row of all missing labels was removed during data cleaning. A class that lacks
values would have the mean of the properties under such field take its place. The URLs were
vectorized, using Count Vectorizer to aggregate words, Regexp tokenizer was used, it uses a
regular expression to split a string by matching either the tokens or the separators between tokens
as presented by figure 2. Snowball stemmer was used to get the root words out of tokenized text.

from nltk.tokenize t RegexpTokenizer

tokenizer = RegexpTokenizer(r'[A-Za-7]

Figure 2: Tokenizer

90



LAUTECH Journal of Computing and Informatics (LAUJCI) — ISSN : 2714-4194
Volume 4. No.2, May 2024 — www.laujci.lautech.edu.ng

3.3 Feature extraction and selection

The data was represented in the features form to train the machine learning algorithms.: Lexical
based features and Domain based features, the sum of thirteen (13) features were selected from
two categories of features, nine lexical based features and four domain-based features. Value 0 is
given to URLs that do not contain features which may make up a phishing URL and 1 otherwise.

Lexical Features

i.  The presence of the @ symbol in a URL: The presence of “@” symbol in 20% of phishing
website makes URLs which contain them hold a value of 1 other wise 0.

ii.  HTTPS in the middle of the URL: “https” string appended to the domain of the URL will
assume a value of 1 else a value of 0.

iii.  Length of URL: Any URL which includes more than 54 characters will be flagged with a
value of 1.

iv. Redirect Request: Double slash “//” should only be included after the protocol. Any posi-
tion beyond that would make that URL suspicious and hence flagged with a value of 1.

v. Prefix or Suffix "-" in Domain: The “-” character could be the only differentiator between
the string of a legitimate site and a malicious hence it could, and has been used to create ex-
ploits which would earn URLSs containing the “-” character a value of 1.

vi. Using URL Shortening Services "TinyURL": Shortened URLs could lead to blind redirect.
This is an easy exploit for a bad actor. URLs created using shortening services would be
flagged with a value of 1.

vil. Delimiter Characters: Suspicious URLs have been known to contain delimiters such as #, &
over the years earning URLs containing such characters a value of 1.

viii. Dot count: When a domain goes beyond the third level, it makes the URL suspicious earn-
ing it a value 1.
ix. Having IP Address: URLs containing an IP address are suspicious and earn a 1.

Domain-Based Features

i. Domain Age: Sites that have lived no longer than a year would be suspicious and its URL would

earn a value of 1.

ii. Website Validity: If the website is no longer active then it would be flagged with a value of 1.

iii. Name Server Record: If there is no public record of this URL that makes it makes a suspi-
cious one, earning it a value of 1.

iv. Web Traffic: These metrics should how much users interact with the site. Malicious site
should not have as much activity on them and so any website not ranking about 100,000 will
be flagged with a value of 1.

4. MODEL BUILDING

Four machine learning classification algorithms were used to build classification models, they are
Logistic Regression (LR), Random Forest (RF), Naive Bayes (NB) and Support Vector Machine
(SVM) algorithms. The algorithms were trained, tested and their individual performances
evaluated based on accuracy, precision and recall. The proposed ensemble model was built with
these four algorithms and its base learners and soft voting by the base learners determines the
classification. Figure 3 shows the process flow involved in the phishing detection system.
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Figure 3: Process Flow of the Proposed System

The link (URL) to check is entered into the system using the web interface built to interact with
our developed model. The link is then uploaded the web application where it is sent to the model.
The machine learning model is a pretrained model which classifies whether the link is safe to use
or not.

5. RESULTS AND EVALUATION

The parameters used to tweak the model and for the re-evaluation process to achieve the optimal
results are described. Recall, F1-score and Accuracy (ACC) were used to measure each classified
effectiveness. Then, as inputs, feed the various URLs into the trained model. It predicts whether
the URL is good or bad and delivers a positive or negative result. To begin, import Logistics
Regression, Support Vector Machine, and Random Forest and [Naive Bayes. Then, using fit (), fit
the model to the train set and predict on the test set.

5.1 Logistic Regression

Logistic regression is a statistical model (sometimes known as a logit model) that is frequently
used in classification and predictive analytics. Based on a given dataset of factors, logistic
regression assesses the chances of an event occurring, such as voting or not voting. Because the
outcome is a probability, the dependent variable has a range of 0 to 1. A logit transformation is
used to the odds (that is, the likelihood of success divided by the probability of failure) in logistic
regression. This is often referred to as the log odds or the natural logarithm of odds, which is
represented by the formular given in equation 1.

Logit{pi) = 1/{1+ exp(-pi))
ln{pi/(1-pi)) =Beta 0+ Beta_ 1% 1+ ..+ B k'K _k

Eq.1
Logistic regression model gave an accuracy of 97% as shown in table 1, while its confusion
matrix is presented in figure 4.

Table 1: Logistic regression
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Training Accuracy: @.9711191518824863
Testing Accuracy: 2.96a73a96564865883

Classification Report:

precision recall Fl-score support
Bad a.89 2.97 2.93 35858
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acCcuracy a.96 137462
macro ave a.99 a.98 2.95 137462
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Figure 4: Confusion matric for Logistic Regression score result
5.2 The Random Forest,

Random decision forest is a machine-learning ensemble method that can be used for regression
and/or classification. First, a number of decision trees are built on a randomly selected subset of
training sets in this sort of categorization. Following that, they aggregate the decisions of the trees
and obtain an average of them, not only to improve forecast accuracy but also to control over-
fitting; additionally, the instabilities of the individual decision trees can be eliminated by its forest
structure. Random forest model obtained an accuracy of 71.56% as presented in table 2 with its
confusion matrix in figure 5.

Table 2: Random Forest

Training Accuracy: @.71563639714440091
Testing Accuracy: @.7151576435669494

Clazsification Report:

precision recall Fl=-score support

Bad L e ] L e & B L)

Good 1 . e 2.72 .83 LEFI632
SCCHMNmoY .72 L27FAEZE
macro av 2 .58 2.3 2 .32 A2TFREE
welghted avg - a., 72 @a.83 137462
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Figure 5: Confusion matrix for Random Forest
5.3 Naive Bayes

The Nave Bayes classification is a probabilistic machine learning algorithm that is both simple
and powerful. It is based on the Bayes theorem, which describes the relationship between
statistical quantities' conditional probabilities. It is predicated on the concept of attribute value
independence. Equation (2) is used to calculate the conditional probability.

P(E|H)*P(H)

P(H|E) = (2)
(HIE) P(E)
Table 3: Naive Bayes
Training Accuracy: @.9809158454256227
Testing Accuracy: @.9667762727153686
Classification Report:
precision recall fl-score support
Bad 8.9a @.98 a.54 36271
Good 8.99 @.36 8.98 1la1191
ACCUracy 8.87 137462
macro avg 8.95 a.97 8.%6 137462
weighted avg 9.97 9.97 8.97 137462
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Figure 6: Confusion matrix for Naive Bayes
5.4 Support vector machine (SVM)

Support Vector Machine is an important classifier in the machine learning concept, which is an
important classifier in the machine learning concept, which searches non-linear decision
boundaries using kernel tricks in the trained data

Table 4: Support vector machine

Training Accuracy: ©.9981376581850672
Testing Accuracy: @.9813330229445228

Classification Report:

precision recall fl-score  support
Bad @.96 8.98 .97 38180
Good .99 .98 @.99 99282
accuracy a.98 137462
macro avg @.97 8.98 @.98 137462
weighted avg .93 8.98 2.98 137462
o
=
G - 80000
£ - 37371 809
"
2
9 60000
g
= - 40000
8
L
a
o 1757
= - 20000
™
=
g
=

Predicted: Phishing Predicted: Not Phishing
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Figure 7: Confusion matrix for SVM

5.5 Proposed Voting Classifier

The proposed classifier is an ensemble method that combines four base learners and makes its
prediction based on the combined outcome of the base learners. The proposed classifier in this
work allows each of the four algorithms to make their individual predictions and the outcome is
based on the mean
probability of the base learners. The proposed voting classifier is applied to the same dataset with
the same split ration and an accuracy of 98.47% was obtained as presented in table 5 and the

combined, soft voting technique by which the final prediction is made

confusion matrix is as shown in Figure 8.

Table 5: Voting Classifier

Training Accuracy: ©.9847472258865524
Testing Accuracy: 8.9686531550537683

Classification Report:

precision recall fl-score  support
Bad a.91 @. o8 @.54 36163
Good a.99 @.96 @.98 181299
accuracy a.97 137462
macro avg @.95 @.97 a.96 137462
weighted avg 8.97 8.97 @.97 137462
- 800

35548 615

Actual: Phishing

= &00

- 00

36949
- 200

Actual: Not Phishing

Predicted: Phishing Predicted: Not Phishing

Figure 8: Confusion Matrix of Voting Classifier

The confusion matrix of the proposed model depicted by Figure 8 shows that the model achieved
a true positive of 35548 and a true negative of 97605 for its predictions, 615 of its predictions
were incorrect (false positive), predicting that a sample was a good site when it was not. It also
has a false negative rate of 3694, which means that 3694 of its forecasts for good sites were

incorrect.

Table 7: Comparison of Model Result

oo

oo

o0

o0

Technique Precision | Recall Fi-score Accuracy
Logistic Regression 0.89 0.97 0.93 0.96
Random Forest 1.00 0.72 0.83 0.72
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Naive Bayes 0.90 0.98 0.94 0.97
Support Vector Machine 0.96 0.98 0.97 0.98
Voting Classifier 0.91 0.98 0.98 0.97

6. Discussion of Results.

This section discusses the experimental findings of the creation of a phishing detection system
utilizing an ensemble machine learning method comprised of Logistics Regression (LR), Support
Vector Machine (SVM), Random Forest (RF), and |[Nave Bayes (NB). The accuracy of the
approaches was determined to be 96% for the LR model, 98% for the SVM, 72% for the RF, 97%
for the NB, and the voting classifier is 97% accurate. Support vector model shows superior
phishing detection accuracy among the models employed for testing and training, followed by
Random Forest and the proposed ensemble voting classifier. The distribution of Phishing
Websites is greatest in the Count plot. Support Vector Machine, Naive Bayes, and Logistic
Regression are good fit models, but Random Forest has low accuracy, precision, and recall when
compared to other classifiers. The proposed voting classifier combined the strength of the four
base classifiers and shielded the weakness of the weakest of them all.

6.1 System Use case

The link to check is entered into the system using the web interface built to interact with our
developed model. The link is then uploaded into the web application where it is sent to the model.
The machine learning model is a pretrained model which classifies whether the link is safe to use
or not. Figure 9 shows the phishing URL detector system.

If the link is safe to use as in Figure 10, the interface indicates the link is safe to use with a

Phising Url Detector

“Website is safe to use” with a green button to proceed to the resource.

Figure 9: Phishing URL detector system

Phisi ng Url Detector:: s
Website is safe to use...

https://www.youtube.com/watch ?v=xLouek82-59 Continue

Check here

®IWUH CHIZOR

Figure 10: Good link input with result

97



LAUTECH Journal of Computing and Informatics (LAUJCI) — ISSN : 2714-4194
Volume 4. No.2, May 2024 — www.laujci.lautech.edu.ng

When the link is not safe to use as shown in Figure 11, it indicates that with a “Website is unsafe
to use” and a red button to proceed to the resource if the user still wishes to go ahead.

Phising Url Detector

Website is unsafe to use...
https://payround-ui.vercel.app M

Check here

®IWUH CHIZOR

Figure 11: Bad link input with result
7. CONCLUSION

This work employed machine learning to differentiate between dangerous and lawful web pages.
A phishing detection system based on an ensemble of four different machine learning algorithms:
Logistics Regression, Support Vector Machine, Random, Forest, and Naive Bayes. A dataset
consisting of 549347 URLs from the Kaggle repository was used to evaluate the performance of
the suggested URL detector. Lexical and domain-based features were extracted from the data. The
proposed ensemble classifier combines the individual outcome of the four algorithms and uses a
soft voting technique to make the final prediction based on the mean probability of the four base
learners.

The ensemble technique using soft voting has proven to be dependable and effective in detecting
phishing links since it combined the strengths of the models used to develop it while balancing
out their weaknesses. The evaluation of the methodologies revealed that the LR model has an
accuracy of 96%, SVM has an accuracy of 98%, RF has an accuracy of 72%, NB has an accuracy
of 97%, and the voting classifier has an accuracy of 97%. Support vector models shows
superiority in terms of phishing detection accuracy among the models employed for testing and
training. The system was tested and built with only HTTP links and hence might not be well
equipped to handle other URL links. Time constraint was another limitation as there was not
enough to properly train model to better detect complex URLs. Phishing URLs might pass with
URL shortening services because of the age of the domains
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